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2021 Global Risk
Management Survey

Key Findings
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2021 Global Risk Management Survey Full Risk Rankings

@ Partially Insurable

1

Cyber Attacks/
Data Breach

11

Accelerated Rates of
Change in
Market Factors

21

Vendor Management/
Third Party Risk

31

Corporate Social

Responsibility (CSR)/
Environ-mental Social

Governance (ESG)

41

Interest Rate
Fluctuation

o1

Terrorism

@® Insurable

2

Business Interruption

12

Cash Flow/
Liquidity Risk

22

Weather/
Natural Disasters

32

Geopolitical Volatility

4

Inadequate
Succession Planning

52

Impact of Brexit

@® Uninsurable

3

Economic Slowdown/
Slow Recovery

13

Failure to
Attract or Retain
Top Talent

4

Commodity

14

Workforce Shortage

23

Climate Change

24

Capital Availability

33

Asset Price
Volatility

43

Intellectual
Property Risks

53

Share Price Volatility

34

Conduct Risk/
Unethical Behavior

44

Globalization/
Emerging Markets

o4

Harassment/
Discrimination
(Employment Related)

25

Product Liability/
Recall

35

Aging Workforce and
Related Health Issues

45

Personal Liability
(Directors
& Officers)

00

Sovereign Debt

6

Regulatory/
Legislative
Changes

16

Political Risk

2

Pandemic Risk/
Health Crises

8

Supply Chain or
Distribution Failure

26

Data Privacy (including
GDPR) Requirements/

Non-Compliance

36

Third-Party Liability
(e.g. E&O)

46

Rising Healthcare
Costs

56

Gender Pay Gap

17

Tech Failure/
System Failure

217

Concentration Risk
(Product, People,
Geography, Etc.)

37

Merger/Acquisition/
Restructuring

47

Fraud or
Embezziement

of

Pension Scheme
Funding

18

Environmental Risk

28

Maijor Project Failure

38

Failure to Implement/
Communicate
Strategy

48

Outsourcing

58

Extortion

9

Increasing
Competition

19

Counterparty
Credit Risk

29

Work Injuries

39

Absenteeism

49

59

Kidnap and Ransom

10

Failure to Innovate/
Meet Customer Needs

20

Property Damage

30

Disruptive
Technologies

40

Outdated Tech
Infrastructure

50

Artificial
Intelligence (Al)

60

Impact of
Blockchain Tech
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2021 Global Risk Management Survey Top 10 Current Risks

1

Cyber Attacks/
Data Breach

0

Regulatory/
Legislative
Changes

2

Business
Interruption

5

Pandemic Risk/
Health Crises

3

Economic
Slowdown/
Slow Recovery

8

Supply Chain or
Distribution Failure

A

Commodity Price
Risk/Scarcity
of Materials

9

Increasing
Competition

O

Damage to
Reputation/
Brand

10

Failure to
Innovate/Meet
Customer Needs
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2021 Global Risk Management Survey

Top 10 Current Risks

A Cyber Attacks/Data Breach rises to its
highest ranking ever and is the new global
number one current and predicted future
risk. Cyber security is perceived as a Top
10 Risk by every surveyed sector and for all
job roles, including CFOs, CEO and heads
of human resources.

A Business Interruption comes in at close
second most important risk intrinsically
linked to all other of the top 10 risks inc.
Supply Chain Failure, Regulatory Risk,
Pandemic Risk.

A Commodity Price Risk/Scarcity of Materials
IS ranked highest since 2007 at rank four.
This in turn is highly correlated with the
Supply Chain concerns, Regulatory Risk
etc. Itis the number one risk for Food,
Agribusiness & Beverage and Industrials &
Manufacturing sector participants and
predicted to rise to rank 3 globally and rank
2 In Europe

A Supply Chain or Distribution Failure re -

enters the top ten at rank eight due in large
part to its linkage to Pandemic, Bl and its
geopolitical impact. Supply chain failure

and business interruption have been
redefined by the pandemic, not just from
event -based to impact -based but also from
property focused to non -property and
contingent focused exposure.

Pandemic/Health Crises unsurprisingly
moves from number 60 to 7. Reported loss
of income from pandemic risk in the last 12
months has risen from two percent in 2019
to 79 percent in 2021.

Legal Cpr Helvetica Regular 8/9.6 White




Planning

Procedures Recovery
I
I
\ | /
: . N
Business Continuity o © g7
Business
_ -0 Continuityo - _
O Q
/ \
Resilience / \ Management
/ \

AON Risk Ongoing Operation



Business Continuity Management ( BCM)

Is a holistic management process that identifies potential
Impacts that threaten an organization and provides a
framework for building resilience and the capability for an
effective response that safeguards the interests of its key
stakeholders, reputation, brand and value creating

activities. "
Rehearse Assess \
your Plan the Risks
your Plan your
Strategy
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How to structure the BCM process

Understand your business;
|dentify overall strategic objectives
for response and recovery.

N

Analyse what are the
requirements to meet these

Measure results through Rehearse Assess i

exercising, training, auditing your Plan the Risks = ©bjectives (BIA) and conduct

and maintenance. gap analysis.

your Plan your
. Strategy

Execute / Implement the chosen strategies Design strategies to close the gaps:
_and dcl)c_umer:]t the propedurles 10 k.)? followed LB organisational structure to implement the
in applying the strategies (plan writing). formulated strategic objectives; and operating

model to respond to the incident / crisis.



Business Continuity
Management

Nearly 1in 5 businesses suffer a

major disruption every year. Yours

could be next. With no recovery plan, firethe Scope Kkt s
you have less chance of survival . S

30% of all companies experiencing a

5. Determine , en 7. Implement and

catastrophic disaster never reopen. T Test the BCP

After 2 years, an additional 29% will
be closed.

Qn,ﬁ

Companies deprived of key computer
systems for 10 days cannot recoup
the financial damage. After 5 years,
50% are out of business.
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Business Continuity Context

Disaster Recovery - the creation & execution of plans to recover the data & systems of an organization to the point
iImmediately prior to the interruption

Contingency - the physical or process alternative to a single point of failure eg. Back up generator for power failures

Operational Continuity -0 Bp e&ehopt 1 ee6ésdp Liijépnnpn éiLhpiplopa uE
whilst relying on the contingencies or DR Plans to restore full operations

Business Continuity - the processes by which business can be maintained to an acceptable level until full processes
and systems are restored



Business Continuity Context

MYTHS & ASSUMPTIONS

- A If you have an IT DR Plan you

Emergency A _ o i ~ . < .
anagement ulyjyl so | ppu ./ uhell eéelC

Management

A Contingency planning and risk
management cover BCP

ARdpssp eaht paeaT
risis Adpstp Sphh el

Management

Cijo 98 a0y
nE& pa @a&C
|

IT/DR O
e €

ATbssdp 6pbpbl i Z EIoeh ij
survived a few problems NS p 8 h h
BCP be OK!

A BCP is a minimalist approach
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Business Continuity Mgmt Goal

A To have Top Management on board
A To identify the organization's key processes
A To identify the critical underlying technology & services

A To identify the critical stakeholder relationships

A To identify the alternative approaches
A To establish a plan[s] that can be readily and effectively activated
A To provide real operational alternatives

AON



Step 1: Analysis of your business

Essential:

A Full support of Board and senior management;
A Ownership lays with someone in senior management;
A Recording of the findings;

Goal:

A Knowing where your business is vulnerable;

Suppliers

Partnerships

L

~
Buildings

Customers

<

People

ﬂ

Timescales

P

Systems
and
processes
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Step 2: Assess the risks

There are two aspects to every risk to your business

How likely Is it to happen?

What effect will it have on your business?

MUupl oécT rT7énneéiljl Ot eéeoéodoeh Ltjpopnnpn LA
the Risks

1.! nG RYPaxed éctv LEpnoéilns

2. Ask what Is the worst -case scenario;

3. Ask what functions and people are essential, and
when;
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Step 3: Develop your strategy

€ Threat Vulnerability Matrix

A Fire
A Power outage
A Flood

A Bomb Threats

A Environmental issue

A Earthquake Develop
A Hurricane your

. Strategy
A IT Failure
A Terrorist attack
A Pandemic
ONCEQUENCE
FREQUENCY
POWER
OUTAGE IT FAILURE
LOW FIRE
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Step 3: Develop your strategy

Proven strategies:

Accept the risks N change nothing;

A Accept the risks, however, make a mutual arrangement with another site or business supplier to ensure that you have help afte r an incident.
A This business supplier could be a competitor;

Attempt to reduce the risks;
A Attempt to reduce the risks and make arrangements for help after an incident;
A Reduce all risks to the point where you should not need outside help;

Develop
your
Strategy
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Cost / Impact of your Strategy

COST/IMPACT

Unrealistic Realistic Unrealistic TI M E
- Cost - Optimal - Impact &

time, cost Time

& Impact
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Step 4: Develop your Plan

Visualise your plan

Setup

A Make it clear that you have consulted throughout the business;
A Use non-technical language that everyone can understand;

Contents

A Make it clear who needs to do what, and who takes responsibility for what. You should always include deputies to cover key ro
A Use checklists that readers can follow easily;

A Include clear, direct instructions for the crucial first hour after an incident;

A Include a list of things that do not need to be thought about until after the first hour;

N

Al Ct pp PijS ijeoplt SPbpl el PijS TijE Sehh 6Ppo6G TijE Lhel o0i
|

A2 L Geop TijE Lhel o0i +tpehpdoo 0Peel Cphn &1 TijE& it Ceel énadéij

A Make your plan simple without being simplistic;

A Plan for worst -case scenarios. If your plan covers how to get back in business if a fire destroys your site, it will also work i
destroyed,;

A Match your plan to your people;

AON

Develop
your Plan

| &Gph n Gt
n Lptnill

f only one building is



Step 4: Develop your Plan

Include information from outside your business

A Emergency Planning Officer: find out what your local authority would do in response to a major incident;

A Emergency services: ask the fire brigade what they will want to know from you during a major incident;

A Neighbouring businesses: would a major incident on their premises affect you and vice versa? How can you help each other?

A Utility companies: telephone, electricity, water, gas. Find out what they will need to know if your business is involved in a major incident;

A Suppliers and customers: how will you contact them to tell them you have been affected by a major incident? Who will be affec ted by your decisions?
Involve them if you can;

A Your insurance broker/company: what information do they need from you? Do you need their permission to replace damaged critic al equipment
Immediately?

A Public relations: develop, coordinate, evaluate and exercise plans to handle media during crisis situations;
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