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2021 Global Risk Management Survey Top 10 Current Risks
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2021 Global Risk Management Survey
Top 10 Current Risks

ÅCyber Attacks/Data Breach rises to its 
highest ranking ever and is the new global 
number one current and predicted future 
risk. Cyber security is perceived as a Top 
10 Risk by every surveyed sector and for all 
job roles, including CFOs, CEO and heads 
of human resources.

ÅBusiness Interruption comes in at close 
second most important risk intrinsically 
linked to all other of the top 10 risks inc. 
Supply Chain Failure, Regulatory Risk, 
Pandemic Risk.

ÅCommodity Price Risk/Scarcity of Materials 
is ranked highest since 2007 at rank four. 
This in turn is highly correlated with the 
Supply Chain concerns, Regulatory Risk 
etc. It is the number one risk for Food, 
Agribusiness & Beverage and Industrials & 
Manufacturing sector participants and 
predicted to rise to rank 3 globally and rank 
2 in Europe

ÅSupply Chain or Distribution Failure re -
enters the top ten at rank eight due in large 
part to its linkage to Pandemic, BI and its 
geopolitical impact. Supply chain failure 
and business interruption have been 
redefined by the pandemic, not just from 
event -based to impact -based but also from 
property focused to non -property and 
contingent focused exposure.

ÅPandemic/Health Crises unsurprisingly 
moves from number 60 to 7. Reported loss 
of income from pandemic risk in the last 12 
months has risen from two percent in 2019 
to 79 percent in 2021.
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Business Continuity
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Business Continuity Management ( BCM)

Is a holistic management process that identifies potential 
impacts that threaten an organization and provides a 
framework for building resilience and the capability for an 
effective response that safeguards the interests of its key 
stakeholders, reputation, brand and value creating 
activities.



How to structure the BCM process

Understand your business; 
Identify overall strategic objectives 
for response and recovery.

Analyse what are the 
requirements to meet these 
objectives (BIA) and conduct 
gap analysis.

Design strategies to close the gaps; 
organisational structure to implement the 
formulated strategic objectives; and operating 
model to respond to the incident / crisis.

Execute / Implement the chosen strategies 
and document the procedures to be followed 
in applying the strategies (plan writing).

Measure results through 
exercising, training, auditing 
and maintenance.



Business Continuity 
Management

Nearly 1 in 5 businesses suffer a 
major disruption every year . Yours
could be next . With no recovery plan, 
you have less chance of survival .

30% of all companies experiencing a 
catastrophic disaster never reopen . 
After 2 years , an additional 29% will
be closed .

Companies deprived of key computer 
systems for 10 days cannot recoup
the financial damage. After 5 years , 
50% are out of business.



Business Continuity Context

Disaster Recovery - the creation & execution of plans to recover the data & systems of an organization to the point 
immediately prior to the interruption

Contingency - the physical or process alternative to a single point of failure eg. Back up generator for power failures

Operational Continuity - ōĐþ æĥōþłĬæōēŝþ Ŀłĳôþņņþņ ēīĿĥþīþĬōþú úŒłēĬĊ æ ĉæēĥŒłþȽ ŞĐēôĐ æĥĥĳŞ ōĐþ ɾĿłĳôþņņɿ ōĳ ôĳĬōēĬŒþȽ 
whilst relying on the contingencies or DR Plans to restore full operations

Business Continuity - the processes by which business can be maintained to an acceptable level until full processes 
and systems are restored



Business Continuity Context

MYTHS & ASSUMPTIONS

Å If you have an IT DR Plan you 
úĳĬʁō Ĭþþú ./ uĥæĬĬēĬĊ

Å Contingency planning and risk 
management cover BCP

Å¶þʁŝþ æĥłþæúŤ Ċĳō 9ŝæôȼ uĥæĬņ

Å¶þʁłþ Şþĥĥ ēĬņŒłþú æĊæēĬņō ĥĳņņþņ

Å¶þʁŝþ óþþĬ iZ ŒĬōēĥ ĬĳŞ æĬú 
survived a few problems ɴŞþʁĥĥ 
be OK!

Å BCP is a minimalist approach

BR

Risk 
Management

Crisis 
Management

Emergency 
Management

IT/DRP

BCP



Business Continuity Mgmt Goal

Å To have Top Management on board

Å To identify the organization's key processes

Å To identify the critical underlying technology  & services 

Å To identify the critical stakeholder relationships 

Å To identify the alternative approaches 

Å To establish a plan[s] that can be readily and effectively activated 

Å To provide real operational alternatives



Step 1: Analysis of your business

Essential:

ÅFull support of Board and senior management;

ÅOwnership lays with someone in senior management;

ÅRecording of the findings;

Goal:

ÅKnowing where your business is vulnerable;

Suppliers

Partnerships

People

System s
and

processes

Tim escales

Buildings

Cu st om er s



There are two aspects to every risk to your business

How likely is it to happen?

What effect will it have on your business?

MúþĬōēĉŤ ɾīēņņēĳĬ ôłēōēôæĥ Ŀłĳôþņņþņ ̀ ĉŒĬôōēĳĬņɿ

1. !ņĢ ʀ¶Đæō ēĉʁ ŁŒþņōēĳĬņȿ

2. Ask what is the worst -case scenario;

3. Ask what functions and people are essential, and 

when;

Step 2: Assess the risks



Step 3: Develop your strategy

è Threat Vulnerability Matrix
ÅFire
ÅPower outage
ÅFlood
ÅBomb Threats
ÅEnvironmental issue
ÅEarthquake
ÅHurricane
ÅIT Failure
ÅTerrorist attack
ÅPandemic

VERY HIGH

HIGH

MEDIUM

LOW

LOW

POWER

OUTAGE

MEDIUM

IT FAILURE

HIGH

FIRE

FREQUENCY

CONCEQUENCE



Step 3: Develop your strategy

Proven strategies:

Accept the risks ɴchange nothing;

Å Accept the risks, however, make a mutual arrangement with another site or business supplier to ensure that you have help afte r an incident.

Å This business supplier could be a competitor;

Attempt to reduce the risks;

Å Attempt to reduce the risks and make arrangements for help after an incident;

Å Reduce all risks to the point where you should not need outside help;



Cost / Impact of your Strategy

MAORTO

COST/IMPACT

TIME

RPOShort RPO Long RPO

Realistic
- Optimal 
time, cost 
& Impact

Unrealistic
- Impact & 
Time

Unrealistic
- Cost



Step 4: Develop your Plan

Visualise your plan

Setup

ÅMake it clear that you have consulted throughout the business;

ÅUse non -technical language that everyone can understand;

Contents 

ÅMake it clear who needs to do what, and who takes responsibility for what. You should always include deputies to cover key ro les;

ÅUse checklists that readers can follow easily;

ÅInclude clear, direct instructions for the crucial first hour after an incident;

ÅInclude a list of things that do not need to be thought about until after the first hour;

Å!Ċłþþ ĐĳŞ ĳĉōþĬȽ ŞĐþĬ æĬú ĐĳŞ ŤĳŒ Şēĥĥ ôĐþôĢ ŤĳŒł ĿĥæĬ ōĳ īæĢþ ņŒłþ ēō ēņ æĥŞæŤņ æ ʀĥēŝēĬĊ úĳôŒīþĬōʁȼ 

ÅªĿúæōþ ŤĳŒł ĿĥæĬ ōĳ łþĉĥþôō ôĐæĬĊþņ ēĬ ŤĳŒł ĳłĊæĬēņæōēĳĬʁņ ĿþłņĳĬĬþĥ æĬú ēĬ ōĐþ łēņĢņ ŤĳŒ īēĊĐō ĉæôþȼ

ÅMake your plan simple without being simplistic;

ÅPlan for worst -case scenarios. If your plan covers how to get back in business if a fire destroys your site, it will also work i f only one building is 

destroyed;

ÅMatch your plan to your people;



Step 4: Develop your Plan

Include information from outside your business

ÅEmergency Planning Officer: find out what your local authority would do in response to a major incident;

ÅEmergency services: ask the fire brigade what they will want to know from you during a major incident;

ÅNeighbouring businesses: would a major incident on their premises affect you and vice versa? How can you help each other?

ÅUtility companies: telephone, electricity, water, gas. Find out what they will need to know if your business is involved in a major incident;

ÅSuppliers and customers: how will you contact them to tell them you have been affected by a major incident? Who will be affec ted by your decisions? 

Involve them if you can;

ÅYour insurance broker/company: what information do they need from you? Do you need their permission to replace damaged critic al equipment 

immediately?

ÅPublic relations: develop, coordinate, evaluate and exercise plans to handle media during crisis situations; 


