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2021 Global Risk Management Survey
Top 10 Current Risks

• Cyber Attacks/Data Breach rises to its 
highest ranking ever and is the new global 
number one current and predicted future 
risk. Cyber security is perceived as a Top 
10 Risk by every surveyed sector and for all 
job roles, including CFOs, CEO and heads 
of human resources.

• Business Interruption comes in at close 
second most important risk intrinsically 
linked to all other of the top 10 risks inc. 
Supply Chain Failure, Regulatory Risk, 
Pandemic Risk.

• Commodity Price Risk/Scarcity of Materials 
is ranked highest since 2007 at rank four. 
This in turn is highly correlated with the 
Supply Chain concerns, Regulatory Risk 
etc. It is the number one risk for Food, 
Agribusiness & Beverage and Industrials & 
Manufacturing sector participants and 
predicted to rise to rank 3 globally and rank 
2 in Europe

• Supply Chain or Distribution Failure re-
enters the top ten at rank eight due in large 
part to its linkage to Pandemic, BI and its 
geopolitical impact. Supply chain failure 
and business interruption have been 
redefined by the pandemic, not just from 
event-based to impact-based but also from 
property focused to non-property and 
contingent focused exposure.

• Pandemic/Health Crises unsurprisingly 
moves from number 60 to 7. Reported loss 
of income from pandemic risk in the last 12 
months has risen from two percent in 2019 
to 79 percent in 2021.
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Business Continuity
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Business Continuity Management (BCM)

Is a holistic management process that identifies potential 
impacts that threaten an organization and provides a 
framework for building resilience and the capability for an 
effective response that safeguards the interests of its key 
stakeholders, reputation, brand and value creating 
activities.



How to structure the BCM process

Understand your business; 
Identify overall strategic objectives 
for response and recovery.

Analyse what are the 
requirements to meet these 
objectives (BIA) and conduct 
gap analysis.

Design strategies to close the gaps; 
organisational structure to implement the 
formulated strategic objectives; and operating 
model to respond to the incident / crisis.

Execute / Implement the chosen strategies 
and document the procedures to be followed 
in applying the strategies (plan writing).

Measure results through 
exercising, training, auditing 
and maintenance.



Business Continuity 
Management

Nearly 1 in 5 businesses suffer a 
major disruption every year. Yours
could be next. With no recovery plan, 
you have less chance of survival.

30% of all companies experiencing a 
catastrophic disaster never reopen. 
After 2 years, an additional 29% will
be closed.

Companies deprived of key computer 
systems for 10 days cannot recoup
the financial damage. After 5 years, 
50% are out of business.



Business Continuity Context

Disaster Recovery - the creation & execution of plans to recover the data & systems of an organization to the point 
immediately prior to the interruption

Contingency - the physical or process alternative to a single point of failure eg. Back up generator for power failures

Operational Continuity - the alternative processes implemented during a failure, which allow the “process” to continue, 
whilst relying on the contingencies or DR Plans to restore full operations

Business Continuity - the processes by which business can be maintained to an acceptable level until full processes 
and systems are restored



Business Continuity Context

MYTHS & ASSUMPTIONS

• If you have an IT DR Plan you 
don’t need BC Planning

• Contingency planning and risk 
management cover BCP

• We’ve already got Evac. Plans

• We’re well insured against losses

• We’ve been OK until now and 
survived a few problems – we’ll 
be OK!

• BCP is a minimalist approach

BR

Risk 
Management

Crisis 
Management

Emergency 
Management

IT/DRP

BCP



Business Continuity Mgmt Goal

• To have Top Management on board

• To identify the organization's key processes

• To identify the critical underlying technology  & services 

• To identify the critical stakeholder relationships 

• To identify the alternative approaches 

• To establish a plan[s] that can be readily and effectively activated 

• To provide real operational alternatives



Step 1: Analysis of your business

Essential:

• Full support of Board and senior management;

• Ownership lays with someone in senior management;

• Recording of the findings;

Goal:

• Knowing where your business is vulnerable;

Suppliers

Partnerships

People

Systems
and

processes

Timescales

Buildings

Customers



There are two aspects to every risk to your business

How likely is it to happen?

What effect will it have on your business?

Identify “mission critical processes & functions”

1. Ask ‘What if’ questions;

2. Ask what is the worst-case scenario;

3. Ask what functions and people are essential, and 

when;

Step 2: Assess the risks



Step 3: Develop your strategy

 Threat Vulnerability Matrix
• Fire
• Power outage
• Flood
• Bomb Threats
• Environmental issue
• Earthquake
• Hurricane
• IT Failure
• Terrorist attack
• Pandemic

VERY HIGH

HIGH

MEDIUM

LOW

LOW

POWER

OUTAGE

MEDIUM

IT FAILURE

HIGH

FIRE

FREQUENCY

CONCEQUENCE



Step 3: Develop your strategy

Proven strategies:

Accept the risks – change nothing;

• Accept the risks, however, make a mutual arrangement with another site or business supplier to ensure that you have help after an incident.

• This business supplier could be a competitor;

Attempt to reduce the risks;

• Attempt to reduce the risks and make arrangements for help after an incident;

• Reduce all risks to the point where you should not need outside help;



Cost / Impact of your Strategy

MAORTO

COST/IMPACT

TIME

RPOShort RPO Long RPO

Realistic
- Optimal 
time, cost 
& Impact

Unrealistic
- Impact & 
Time

Unrealistic
- Cost



Step 4: Develop your Plan

Visualise your plan

Setup

• Make it clear that you have consulted throughout the business;

• Use non-technical language that everyone can understand;

Contents 

• Make it clear who needs to do what, and who takes responsibility for what. You should always include deputies to cover key roles;

• Use checklists that readers can follow easily;

• Include clear, direct instructions for the crucial first hour after an incident;

• Include a list of things that do not need to be thought about until after the first hour;

• Agree how often, when and how you will check your plan to make sure it is always a ‘living document’. 

• Update your plan to reflect changes in your organisation’s personnel and in the risks you might face.

• Make your plan simple without being simplistic;

• Plan for worst-case scenarios. If your plan covers how to get back in business if a fire destroys your site, it will also work if only one building is 

destroyed;

• Match your plan to your people;



Step 4: Develop your Plan

Include information from outside your business

• Emergency Planning Officer: find out what your local authority would do in response to a major incident;

• Emergency services: ask the fire brigade what they will want to know from you during a major incident;

• Neighbouring businesses: would a major incident on their premises affect you and vice versa? How can you help each other?

• Utility companies: telephone, electricity, water, gas. Find out what they will need to know if your business is involved in a major incident;

• Suppliers and customers: how will you contact them to tell them you have been affected by a major incident? Who will be affected by your decisions? 

Involve them if you can;

• Your insurance broker/company: what information do they need from you? Do you need their permission to replace damaged critical equipment 

immediately?

• Public relations: develop, coordinate, evaluate and exercise plans to handle media during crisis situations; 



Step 5: Rehearse your Plan

Your plan is a living document

Sometimes, you only discover any weaknesses in a plan when you put it into action. 

• Rehearsal helps you confirm that your plan will be connected and robust if you ever need it;

• Rehearsals are good ways to train staff who have business continuity responsibilities;

• You can rehearse without disrupting people’s work;



Why a Parametric Solution
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Parametric Coverage
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Legal Copy Helvetica Regular 8/9.6 White

Why 
Parametric
s 
solutions?

What is a 
parametric 
insurance?

How it 
works?

Examples 



24Legal Copy Helvetica Regular 8/9.6 Black

Why a Parametric Solution?
Protection against economic arising out of a natural disaster.

It's not a substitute for Traditional Property Insurance, it’s a supplement 
that brings LIQUIDITY*:

These financial losses could be, but are not limited to:
• Any economic loss that arise after the passing of a named windstorm or a Nat Cat event 

• Maintain financial projections 

• Brings continuity to an operational process (E.g. Cleaning costs, critical equipment) 

• Damage to property or business interruption (stand-alone)

• Damage to property covered in a traditional property insurance that falls within the deductible

• Pay Vendors (CBI)

• Fix assets not covered by traditional insurance

• Debt requirements 

• Extra an Extraordinary Expenses not commonly covered under Traditional Insurance

TOTAL DISCRETION TO THE USE OF THE PAYMENT



• Risk transfer mechanisms based on INDEXES

• The coverage is triggered after the occurrence of an event that exceeds certain parameters
defined in the contract.

• The payment depends on a physical parameter, not on a loss adjustment.

• An independent third party determines that the agreed parameter has been exceeded.

• They have previously agreed PAYMENT STRUCTURES 
according to predefined conditions.

?

What is a Parametric Solution?
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Parametric Solutions: Interplay With Traditional Indemnity
Focus as a Supplement Rather Than a Replacement
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How it works?



Hurricane & Earthquake
Solutions
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Hurricane Rapid Recovery Insurance (HRRI)

• The product is designed as parametric insurance where the Insured Location is 
the radius around the location of the interest

Measurement process 

• The National Hurricane Center (NHC) provides 6 hourly and landfall 
measurement points of each hurricane track. Including: windspeed, storm 
category, geolocation, and time.

• The relevant hurricane category for the insurance is the highest value of a 
measurement point:

a) before the Insured Location
b) within the Insured Location
c) after the Insured Location
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Examples of Payout

Scenario 1: 

• A shop owner in Panama City purchased a Parametric 
Hurricane Cover for the storm season with a Policy 
Limit of $1,000,000

• The Insured Location is a circle with 40 miles radius 
with the shop location as the Center Point

• Hurricane Mike intersected the Insured Location as 
Category 5 Storm

• The owner receives $1,00,000 payout 

Scenario 2:

• A boat rental company in Port Aransas TX purchased 
a Parametric Hurricane Cover for the storm season 
2017 with a Policy Limit of $500,000

• The Insured Location is a circle with a 40 miles radius 
around the harbor

• Hurricane Harvey intersects the Insured Location as a 
Cat 4 storm. 

• The Boat rental receives $200,000 payout
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Single, Double or Triple Circle

Each circle is calculated separately, and the total payout is the sum of all payouts per circle, limited to 100%.

EXAMPLE

✓ Triple Cover - a storm intersects with the 60m and 40m circle but not the 20m circle.

✓ The 60m circle and the 40m circle payouts are summed up, limited to 100% overall payout. 



Earthquake
• Location:

➢ Option A) Country Box 
➢ Option B) Differentiated boxes based in the seismic exposure and 

concentration of assets 
➢ Option C) Onshore and Offshore boxes

• Payment Structure: Based on the level of magnitude selected by a client 

(1) The epicenter needs to be clouted inside the box. 



Railways (Lenghtwise assets)

• Client: Transportation company  

• Motivation: Covers loss of income without the condition of 
direct damage to physical assets. (E.g.,: Interruption due to 
seismic safety alerts). Likewise, it restores the connectivity 
expenses derived from the stoppage of activities (E.g., 
rental of other vehicles).

• Structuring: Considers the train stations as coordinates to 
measure the seismic intensity

• Calibration:  Limit divided as follows

✓1st section - highest flow of transit: 60% 

✓2nd section of the highest flow of transit: 30% 

✓ Smallest flow of transit:  10%



Roads 
• Client: Highway concession

• Motivation: Cover construction and operation of the
main roads in the next 5 years. Coverage aimed at the
expected increase in catastrophic deductibles as
construction progresses and exposed values increase.

• Locations to consider: According to the zones/regions
with the highest concentration of assets, taking
distributed coordinates based on critical infrastructure;
that is, tunnels, bridges, overpasses, among others.

• Covered events: events with intensities recorded in the
selected locations greater than 6.0 on the Mercalli scale.

• Calibration: Schedule of works vs. Limit (multianual
coverage).

Covered events: events with intensities recorded in the selected locations greater than 6.0 on the Mercalli scale.



Renewable Energy
▪ Client: Solar farm  

▪ Motivation: Economic compensation in periods of low sunlight to 
mitigate the loss of income from energy sales.

▪ Calibration: Meteorological index based on solar radiation data from 
third parties.

Monthly radiation

Solar index formula• Capacity: 50MW

• Period: 1 year

• Power generated: 

79,000 MWh

• Price: $85/MWh

• Limit: $1M

Eampl: 

Jan

Feb

Mar

Abr

May

Jun

Jul

Ago

Sep

Oct

Nov

Dic

Strike

Exit

> Producción= No hay pago

< Production = Payment

Maximum payment reached, 
no payment

Monthly Solar Radiation x 

Installed Capacity x 

Adjustment Factor x 

Performance Factor
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What we learned
today!



Visit aon.com/puertorico for more information
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Thank You


